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Sto je Internet?

* Internet je svjetska globalna mreza (world wide web
/ www)

* Krajem 2008. godine, u Hrvatskoj je registrirano
gotovo 2 milijuna korisnika (oko 44% stanovnistva)

* On-line informacije i web stranice svatko moze
izraditi, administrirati ih i pristupiti im bilo gdje u
svijetu i u svakom trenutku—>dobre i loSe strane
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Dobre i lose strane Interneta

* Dobre strane:
— dostupnost velike koliCine najrazlicitijih informacija
— vecina sadrzaja su zanimljive, pozitivne i edukativne
informacije
* Lose strane:

— tesSko je uspostaviti pravila ponasanja na internetu i time
omoguciti sigurnost i zastitu korisnika-nema kontrole
objavljenog sadrzaja

— nepostojanje efikasnog nacina kontrole ostavlja moguénost
za zlouporabu interneta



Djeca—Internet

Izlozenost raznim neugodnim situacijama:

* Dodir sa neprimjerenim informacijama
— pornografija
— materijali i stranice koje poticu mrznju, nesnosljivost ili

diskriminaciju, krvave i nasilne prizore

— dezinformacije i preuveli¢avanje vijesti

 Maltretiranje i proganjanje od ljudi, a ¢esto i druge
djece, koji prostace, vrijedaju ili prijete (elektronicko
zlostavljanje)

a



e Postoji vrlo velika mogucnost da se djeca susretnu sa
takvim nedoli¢nim sadrzajima.

e Roditelji: moraju biti upoznati i svjesni opasnosti s
kojima se djeca mogu susresti koristeci internet
—>kontrolirati djetetov rad na globalnoj mrezi.




Sto je elektroni¢ko zlostavljanje?

Ono ukljucuje bilo kakav oblik visestruko slanih
poruka putem interneta ili mobitela, koje ima
cilj povrijediti, uznemiriti ili na bilo koji drugi
nacin ostetiti dijete, mladog ili odraslog
covjeka koji se ne moze zastititi od takvih
postupaka. Pojavljuje se u obliku tekstualnih ili
videoporuka, fotografija ili poziva.



Djeca u Hrvatskoj i Internet

Rezultati istrazivanja o elektronickom zlostavljanju
(sijecanj-travanj 2010)
* 5.303 ucenika/ice u dobi od 10 — 15 godina (ucenici
od 5. do 8. razreda OS)
— 48,89% djevoijcCica
— 51,11% djecaka
e 2.594 roditelja
— 73,74% majki
— 26,26% oceva
* 801 uditelj/ica

iz 23 osnovne skole u Hrvatskoj



Koristenje suvremenih tehnologija kod
djece

* Imas li mobitel?
—96% da, 4% ne

* |mas li racunalo kod kuce?
—96% da, 4% ne

* |mas li pristup internetu kod kuce?
— 85% da, 15% ne
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Koristenje suvremenih tehnologija kod djece

Koliko se prosjecno koristis racunalom?
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Usporedba vjestina koriStenje suvremenih
tehnologija kod djece i roditelja
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Internet nesiguran/na drugima




Kako zastititi djecu u virtualnom
svijetu?

Pokazati interes i pazljivo nadgledati djetetove
aktivnosti na internetu, ipak mogu zastititi
djecu od rizika, sto je u svakom slucaju bolje
nego im jednostavno zabraniti upotrebu.
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dijete radi

 Ako vam dijete kaze da je upoznalo dobrog prijatelja
preko interneta, svakako podsjetite dijete da je sve
ono Sto zna o tom “prijatelju” samo ono sto mu je ta
osoba rekla, tj. napisala te da nista od toga ne mora
biti istina. [y




Upozorite dijete da ne planira nikakav
sastanak u zivo sa osobom koju je upoznala
preko Interneta, te ukoliko netko pozove
vase dijete na sastanak da Vas obavezno
obavijesti o tome.




Odlazak na sastanak s on-line
prijateljem

* 14% - otisli na sastanak s on-line prijateljem
kojeg do tada nisu poznavali uzivo
— 14% - u pratnji isli roditelji
— 49% - u pratnji isli prijatelji
— 37% - sami



* Vazno je objasniti zasto provjeravate sadrzaje
koje dijete posjecuje

* Blokirajte odredene sadrzaje radi sigurnosti
svoga djeteta
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UVODNA RIJEC
B} ; i » Naslovna
“Znacsj i uloga u nasem je Zivotu neupitna. Taj je
moéni alst u ruksma Covjeka - upravijan njegovim znanjem, voljom i eljom za promjenom - omoguéio » O projektu
napredak svijets i realizirao njegove neslucene potencijale. Tako je s vremenom tehnologija sasvim
zasluzeno postala sinonim za promjenu, za napredak. w O elektronickom nasilju
NaZalost, svjedoci smo da se u povijesti u w PraksaEU
pogresne i nehumane svrhe. To se i danas dogada s internetom i mobitelom koje pojedinci koriste kako b,
prikriveni velom anonimnosti, drugima nanijeli lo ili bol. w Prijatelji diece

Stoga je nasa odgovornost osmisliti mehanizme koji ée nam pomocéi u suzbijanju i prevenciji takvog oblika
zloporabe i nasilja koje je vrlo Cesto usmjereno protiv najosjetljivije skupine stanovnistva — nase djece. U
konacnici, nasa je duZnost osigurati njihovu sigurnost. Upravo je to ideja vodilja projekta BUDI SIGURAN!".

Igor Lucic, drZavni tajnik

CILJEVI PROJEKTA NASA ZELJA JE.
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sigurno i bezbriino
Komunicirati koristenje novih
tehnologija za igru,
Educirati zabavu, druienje, NOSITELJ PROJEKTA
Zastititi obrazovanje i
otkrivanje novih >
Preventrat oD (GHRVATSKA

PARTNERI PROJEKTA




Blokiranje web stranica

e Ucinkovit nacin borbe protiv nezeljenog
sadrzaja na internetu je blokiranje
pristupa nekim stranicama.

 Ova metoda racunalo pretvara u snazan
alat za ucenje i smanjuje rizike od online
opasnosti po vase dijete.




* NetNanny Home Suite
* CyberPatrol

* SentryPC

* Child Control 2008

Vrlo efikasni programi zastite, ali su komercijalni-cijena
od 30 do 50 dolara.


http://www.netnanny.com/
http://www.netnanny.com/
http://www.netnanny.com/
http://www.cyberpatrol.com/
http://www.cyberpatrol.com/
http://www.sentrypc.com/
http://www.sentrypc.com/
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K9 Web Protection

e K9 Web Protection

Potpuno besplatan i vrlo kvalitetan program
omogucit ¢e vam filtriranje web-stranica po
mnogim kriterijima i za vecinu roditelja ce
predstavljati dovoljno kvalitetno rjesenje.
Nazalost, omogucuje samo kontrolu nad web-
stranicama, ali ne i nad programima koje
dijete pokrece.


http://www1.k9webprotection.com/
http://www1.k9webprotection.com/

* http://download.cnet.com/K9-Web-

Protection/3000-2162 4-10487710.html|

Ko Web Protection 4.0.288

(.2 Download Now (620.53K)

Tested spyware free @

Features

License:

Editor's Rating:

Average User Rating:

Downloads:

Operating Systems:

Additional Requirements:

Limitations:

Free
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{out of 192 votes) Rate itl
168,731

Windows Yista, Windows 95, Windows Me, Windows
2000, Myindows =P

Mo additional requirements

Mo limitations
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" Startup, Fewer Errors, and a Cleaner System

Thank vou

Your dowenload will i

Opening k?-webprotection.exe

¥ou have chosen ko open

[ k9-webprotection.exe
which is a: Binary File
from: http:|fsoftware-files. download. com

Wiould wou like to save this Filey

I Save File l [ Cancel ]

x]

rtion

PrﬂACtiVE_Sﬂftwa Ie Open File - Security Warning

Customized pipeline corrosion data management and
wew v rmcriller.com

Do you want to run thizs ble?

M ame:;
Publizher:

Type:
Frorm:

k9-webprotection, exe
Blue Coat Systems, Inc.

Application
C:\Documents and Settingsikarisniki Deskiop

[ Run l [ Cancel

Always azk before opening this file

YWhile filez fram the Internet can be uzeful, thiz file type can
paotentially harm your computer. Only run zoftware from publizhers
wou trust, What's the gk ?




Blue Coat® K9 Web Protection 4.0.288 Setup =3

Welcome 1o the Blue Coat® K9 Web
Protection 4.0.288 Setup Wizard

This wizard will guide wou through the installation of Blue
CoakiE K9 Weh Pratection 4.0,283,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system Files without having to rebook your
compuker,

Click. Mext to conkinue,

Blue Coat® K9 Web Protection 4.0.288 Setup

Licensze Agreement
Mexk = J [ Za . . . . .
Please review the license terms before installing Blue Coab@ K2 Web Protection
4.0.288. =

Press Page Down ko see the rest of the agreement.

| ”~
k9 End-User License and Service Agreement

BLUE COAT k-2 WEB PROTECTION

IMPORTAMT! READ CAREFULLY: This End-User License and Service Agreement
("agreement™ is a legal agreement bebween Blue Coat Svstems, Inc, ("Blue Coat") and

wall (either an individual or a single entity) as a user, For the use of the Blue Coat

software product identified abowve, which includes computer software and may include
associted media, printed materials, and "online” or electronic documentation (the

"Product™) and the access to the Blue Coat conkent Filkering service (the "Service™). ¥OU s

If wou accept the kerms of the agreement, click I Agree to continue. You must accept the
agreement ko install Blue Coab@ K9 \Web Prokection 4.0.2588,

< Back. ” I Agree l [ Cancel




Blue Coat® K9 Web Protection 4.0.288 Setup

K.9 Release Notes:

Please read the Following important information about K9, @
=

Blue Coat K9 Web Protection

Version: K9 Web Protection, version 4.0
Release Date: 11/13/08

* Once wou have read the release notes click the Mext bukkon,
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< Back ][ Mext = ] [ Zance

Blue Coat® K9 Web Protection 4.0.288 Setup

Choose Install Location

Chonose the Folder in which toinstall Blue Coati® K9 Web Protection 4.0.283,

£

Setup will install Blue Coabt® K9 Web Protection 4.0.2588 in the Following Folder. To install in a
different folder, click Browse and select another Folder, Click Mext ko continue,

Destination Folder

_:\Program FilesiBlue Coak K9 Web Protection

| | Browse, ..

Space required: 3, 4ME
Space available: 49, 2GE

< Back ][

Mext = ] [ Cancel




Blue Coat® K9 Web Protection 4.0.288 Setup

Install Licenze
Please enter a valid Blue Coat Systems, Inc, license @
L=F

To use Blue Coat® K9 Web Prokection, you need a valid license,

The license is assigned to wou by Blue Coat Syskems, Inc, ou can expect to receive
this license by email after vou register to use K9 Web Prokection,

In order ko walidate wour license, the installer needs to connect ko the internet, Please
make sure you are currently connected to the internet. IF vou have a personal Firewall
installed, it may ask waou if k9Filker, exe can access the internet, Be sure ko allow this
application through wour Firewall,

Mo personal information will be sent o Blue Coat Systems, Inc,

License

License: Get License. ..

« Back ” Mext = l [ Cance

Az part of the Blue Coat Community Cutreach Program, K2 Wek Protection iz #ee for home use.
How to Get K9 Web Protection:

1. “ou will need a license key. Simply fill in the blanks below and we'll email one to you, Yoo shoul;

2. Followy the instructions in the email vou receive. Copy the licenze key from the email and paste i

K9 Web Protection License Request (* required fields)

First Mame * bozena

LastMame* svirac

Ernail * Why? hevirac{@gmail.com
warify Your Email * bswvirac{@gmail

Howe did you hear about us? | Ewent hd
Which ewvent? schoal

FequestLicense




Get K9 Web Protection for Free

There are already 4 licenses associated with beviraci@amail.com.

Fleaze chooze one of the following and an email will be sert to wou:

1 y | MY REQUEST AN
LICENSE(S) ARE H ADDITIONAL LICENSE §

Fleaze check your email for further instructions.

Blue Coat® K9 Web Protection 4.0. 288 Setup

Inztall Licenze
Please enter a valid Blue Coat Systems, Inc. license @
=

To use Blue Coak® K2 Web Protection, vou need a valid license.

The license is assigned to wou by Blue Coat Systems, Inc, You can expect to receive
this license by email after you register to use K9 \Web Protection.

In order to validate vour license, the installer needs to connect to the internet, Please
make sure wou are currently connecked ba khe inkernet,  IF wou have a persanal Firgwall
installed, it may ask wou if kSfilker,exe can access the internet, Be sure to allow this
application through wour Firewall.

Mo personal information will be sent to Blue Coat Systems, Inc,

License

License: K94A25459Dl iget License. .

rullsaft Install System w2, 40

[ < Back. ][ Mext = ] [ Cancel ]




Blue Coat® K9 Web Protection 4.0.288 Setup M=

Install Password
Please enter and administrator password g
L=

To administer Blue Coat® K9 Web Protection, you need to create an administrator password,
The passwiord yaou choose will be used ko access the administration screens ko configure

the Filker, as well as ko override any blocked web pages. It is also required in order ko
uninstall the application. You will need ko remember this password,

Create Administrator Password

Passward; | LA AL LY |

Yerify | I |

Blue Coat® K9 Web Protection 4.0.288 Setup
Shortcut Placement
Please choose where ko puk shorkcuks @
=

Whete would wou like ta place shartcuks For Blue Coat@® K9 Web Pratection?

< Back ][ Mext = ] [ Cance

Shortcut Placement
Place Sharkcut on Deskiop
Place Shortcut on Quick Launch Toolbar

< Back ” Install ] [ Cancel




Blue Coat® K9 Web Protection 4.0. 288 Setup
Installation Complete
Setup was completed successfully, @
=

Completed

Blue Coat® K9 Web Protection 4.0.288 Setup

MNext >

Completing the Blue Coat® K9 Web
Protection 4.0.288 Setup Wizard

Wour computer must be restarted in order to complete the
installation of Blue Coak® K9 Wweb Protection 4.0.283. Do
wou want ko reboot now?

(%) Reboot now

)T want ko manually reboat laker

Finish




K9 Web Protection Administration

2 HOME Li&, VIEW INTERNET ACTIVITY 2{ setup {3 cETHELP

a You are protected by K9 Web Protection!

View Internet Activity Setup Get Help

Display blocked Web sites L 7 Customize the way K3 filtars Wiew support and feedback
and other Internet events on % the Internet on your aptions for K9 WMieb

wour camputer. computer. protection.

@ You must log in to continue.

Log in using your k9 administrator password.

Forgot Passworil W OK * Cancel




!l"r VIEW INTERNET ACTMTY

» GETHELP

IJ Web Categories to Block

et the categaries you want to block or allow. More Help ...

':3' High FProtects against all default-lewel categories, plus chat, newwsgroup and unrated sites.

¥ Welb Categories to Block

- o The following categories are currently blocked. (Clide category name for description.)
l‘f._-;-’-é; Time Restrictions

Iﬁ ) ) Ahartion Intimate Apparel F Swimsuit Sex Education

Web Site Exceptions Adulti Mature Content LGBT Social Networking
@BIMH“U Effects Alcohol Mewsgroups I Forurms Spyweare [ Malware Sources
:\_r,:' URL Keywords Alternative Sexuality ! Fudity Spyware Effects

T Lifestyles

&{5 Advancedl

= Alternative Spirituality F Occult Open lmage f Media Search Suspicious
PasswordEmail

— Chat i Instant Messaging Feer-to-Feer (P2F) Tobacco
&H«J Update Extreme Fersonal Fages fBlogs Lnrated
Gambling Fersonals f Dating Yiolence f Hate F Racism
Hacking FPhizhing Weapons
Negal f Guestionable Faornography
Mlegal Drugs Prowxy Avoidance

O Default Protects against all adult content, security threats, illegal activity, sexually-related sitez and anline
community sites.

{:} Moderate FProtects against all adult content, security threats and illegal activity.
O Minimal  Frotests against pormography and security thre ats,

C} Manitor Allons all categories - anly logs traffic.

{:} Custom  Select vour own set of categories to block,

W Save 3 cancel
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K9 Web Protection Administration © Logout

1 b4
L&) VIEW INTERNET ACTMITY & SETUP {3 ceTHELP

Time Restrictions

oelect the times to allow or deny access to Yweb sites. More Help.. .

() Unrestricted  Allow Wb sccess =t all times. Elockad categories are still enforced.
O FightGuard™ BlodoWieb access eveny avening, regardless of categony.
(f‘a;r Time Restrictions O Custom Setthe times of day wou want KB to blodk Web access.

[‘ Web Site Exceptions

Lu-@ Elocking Effects W Save x Cancel
r"\i‘_rg UFL Keyworids

5{5 Advanced

o Web Categories to Block

. )
a PasswordEmail

& KE Update
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K9 Web Protection Administration © Logout

{3 ceTHELP

¢ setup

!l"r VIEW INTERNET ACTIMITY

m Web Site Exceptions

Create lists of Web sites to always block or always allow. More Help ...

Always Block Block regardliess of category Always Allow  Allows regardless of category

o Web Categories to Block

w o Web Site to Add: Web Site to Addl:
[f._g‘,;; Time Restrictions
Enter a URL Enter a URL
1 Web Site Exceptions © Addto List € Add to List

l'@ Blocking Effects Mo entries in this list Mo entries inthis list
5 '
) URL Keywords
- W Save 3 cancel
Fo Advanced
i" PasswordEmail

& KE Update



